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Introduction
Cities bring together people, shared spaces, goods and services through intricate 
networks of interdependence. Digital technologies play a crucial role in modern urban 
life, as digitization levels continue to increase globally (Statista 2024, 3). As more people 
live and work in cities,1 connected urban environments have become an important 
interface to address the needs of growing populations, including by improving quality of 
life, optimizing services and promoting sustainability.  

Smart cities are generally characterized by the deployment of technologies in urban 
spaces to efficiently address specific city-related challenges (Green 2019). Technologies 
such as artificial intelligence (AI), big data analytics, computers, sensors and 
communication devices are important to the functioning of society through intelligent 
transportation systems (ITS) (Chan, Lim and Parthiban 2023; Rani and Sharma 2023; 
Zhu et al. 2019). The integration of these transformative technologies within ITS has 
the potential to improve services for users, autonomous vehicle (AV) navigation, traffic 
management and system efficiency, among other areas (Tchappi et al. 2020; Singh and 
Gupta 2015). The integration of quantum technologies, in particular, into ITS serves 
to enhance data processing abilities, security and reliability (Yi et al. 2022). Quantum 
computing specifically offers the potential to optimize ITS (Wang et al. 2021). Known 
as quantum-enhanced intelligent transportation systems (QEITS), these technologies 
have the potential to accelerate the efficiency of smart cities (Agrewal and Sood 2024). 

1	 See www.statista.com/statistics/270860/urbanization-by-continent/.

Key Points

	• Digital technologies integrated into smart city infrastructures are increasingly 
interconnected, and transformative technologies, such as artificial intelligence and 
quantum computing, offer new opportunities to enhance and optimize the functioning 
of transportation networks.

	• Understanding the interconnections between these technologies is critical for 
identifying potential vulnerabilities and developing effective mitigation strategies. 
However, formal governance frameworks to address these vulnerabilities and that 
seek to promote security cooperation are absent among democratic states.

	• The main objective of this working paper is to explore the transformative technologies 
connected within the transportation sector as part of smart cities, identify the 
associated cyber risks and threats and offer recommendations to cooperating 
democratic states. This paper employs a systematic review of interdisciplinary 
literature on quantum-enhanced intelligent transportation systems to accomplish this 
objective. The findings highlight nine key technology areas and the two interrelated 
concepts of communication and navigation.

	• Key cyber risks and corresponding mitigation strategies are identified, emphasizing 
the need for coordinated data security and the standardization of algorithms to 
protect against quantum attacks.

	• The governance of quantum-enhanced intelligent transportation systems as part of 
smart cities is particularly relevant to Group of Seven states, especially ahead of the 
2025 meeting.
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The governance of smart cities is increasingly a priority area for states as the process 
of digitization continues to accelerate the integration of technologies into daily life, 
especially through the transportation sector. Although viewing smart cities through a 
technology-centric lens may oversimplify the complexities of urban life (Green 2019), 
in an era increasingly shaped by technology-defined sovereignty and geopolitical 
competition, it is crucial to understand how new technologies interact and how states 
may leverage them to exert their influence in the world. For instance, states with poor 
human rights records, such as the People’s Republic of China, exert significant influence 
over the development, adoption and deployment of smart city technologies worldwide 
(Wright, Weber and Walton 2023). Chinese associated companies, such as Huawei, 
have notably developed and advanced AI-enabled smart city technologies focused on 
“safety” through surveillance (Cao 2016). Many of these technology systems have already 
been integrated into city infrastructures across Europe (Briganti 2021) and Asia (Yan 
2019), raising security concerns among democratic states (Walton and Weber 2023).

Transportation systems underlie the foundation of a functioning city and are an 
important part of critical infrastructure. These systems link people, services and 
goods across regions and borders. ITS is a transformative approach to modernizing 
transportation infrastructure and is one of the foundations of smart city networks. 
Yet connected transportation-related devices, vehicles, software and hardware are 
increasingly vulnerable in an array of environments (Csenkey and Rapin 2024a, 2024b). 
In addition, ITS and QEITS pose several governance challenges for democratic states 
as they seek to manage the multiple risks and challenges associated with smart city 
technologies and their infrastructure. Some examples include the interoperability 
of systems across national borders, the security of transnational flows of goods and 
services, the safety of human users and data privacy. This paper seeks to identify the 
risks and challenge areas associated with QEITS by focusing on their cybersecurity  
and resiliency. 

Objective 

Among cooperating democratic and high-tech states within the Group of Seven (G7),2 the 
governance of transformative technologies is often positioned as a key to solving societal 
challenges, ensuring climate-focused economic transitions and national security through 
regulatory frameworks (G7 Science and Technology Ministers 2024). G7 states are also 
increasingly considering the need to develop innovative initiatives to address connected 
global cybersecurity and technology challenges. For instance, the G7 Cyber Expert Group 
(CEG) recently released a public statement on planning for the opportunities and risks 
associated with quantum computing (US Department of the Treasury 2024). Yet the 
CEG’s review and recommendations primarily focus on the cybersecurity and resilience 
of financial systems. More attention is needed to expand the focus to smart cities and 
transportation systems that are also vulnerable to quantum-enabled threat activity.

Industry and academic leaders have urged for a greater focus on quantum technologies 
to emphasize national innovation and global cooperation. Tracey Forrest, Paul 
Samson and Raymond Laflamme (2024) advocate for Canada to lead international 
quantum science and technology development, while aligning with North Atlantic 
Treaty Organization spending targets and leveraging the 2025 G7 presidency. The 
International Council of Quantum Industry Associations’ 2024 open letter to Prime 

2	 The G7 membership is generally defined as states with advanced economies: Canada, France, Germany, Italy, Japan,  
the United Kingdom and the United States.
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Minister Justin Trudeau also stresses the importance of quantum technologies during 
the G7 presidency.3 To further highlight the urgency and tangible impact of quantum 
technologies, this working paper integrates them into real-world applications in the 
transportation sector within connected smart cities. 

Currently, there are no formal international governance frameworks to manage 
connected technologies in their future applications in smart cities. It is important 
that states prioritize the integration of democratic values into technology policies 
and strategies (Csenkey and Graver 2024). This paper seeks to address this policy gap 
through evidence-based research and nuanced recommendations. Its goal is to provide 
a set of recommendations for G7 leaders ahead of the 2025 meeting in Alberta. 

In light of the global challenge of smart city governance, it is important to ask: What 
transformative technologies are associated with the contemporary landscape of QEITS? 
And, relatedly, how are these technologies connected to the infrastructure of smart city 
transportation systems?

Identifying and Situating 
the Technologies
A systematic literature review explores the interdisciplinary literature on smart cities, 
transportation systems and infrastructure (Elvas and Ferreira 2021; Bahmanova and 
Lace 2024). This review focuses on transformative technologies in ITS and QEITS by 
drawing on the Web of Science Core Collection database and covering the period 
from 2004 to the present. To further refine the literature search, relevant keyword4 
searches using Boolean operators were employed. The top 10 Web of Science 
categories5 were selected and ranked, and a set of exclusion criteria was further 
applied.6 The results of the systematic literature review are presented in Table 1 
and accompanied by an analysis of the emergent key technologies and concepts, 
following Luis B. Elvas and Joao C. Ferreira (2021) and Monika Agrewal and Sandeep 
Kumar Sood (2024). The review further explores the core concepts associated with 
cyber risks and threats, partially drawing on the cybersecurity literature reviewed 
by Alona Bahmanova and Natalja Lace (2024) and relying on the data set developed 
during the course of this study. The details are discussed in the proceeding section. 

3	 International Council of Quantum Industry Associations to Trudeau: www.quantumindustrycanada.ca/wp-content/
uploads/2024/10/ENG-20241011-ICQIA-letter-to-Canadas-Prime-Minister-re.-G7-quantum.pdf.

4	 The initial search included a keyword search in the topic area of “intelligent transportation systems” OR “ITS” AND 
“technolog.*” This resulted in an initial n=577,554 hits. The results were further refined to n=338,848 after exclusions 
were applied to the first data corpus. The second search resulted in n=5,681 hits after the application of the following 
keywords: “smart cit*” AND “transport* system*” AND “infrastructur*” to the initial search topic areas. In the third search, 
the results were further refined by including only the top 10 Web of Science categories, which further narrowed the 
results to n=4,879 hits. The final search result was n=18 after the inclusion of the keyword “quantum” and a preliminary 
manual validation of sources. This reduced the data to a more manageable number for manual analysis, which included 
ensuring applicability, and reading and reviewing the papers. 

5	 Recognizing that articles can have multiple Web of Science categories ascribed to them, the top 10 categories were 
selected because they comprise more than 50 percent of the second search results (n=5,681). 

6	 Exclusions included non-peer-reviewed academic articles and publications outside of the date range. In the third search, 
exclusions included articles outside of the top 10 Web of Science categories. The top 10 Web of Science categories are: 
engineering electrical electronic; transportation science technology; engineering civil; telecommunications; computer 
science information systems; computer science artificial intelligence; transportation; instruments instrumentation; 
computer science theory methods; and engineering multidisciplinary.
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Table 1: Key Technologies Associated with QEITS

Technology or System Reference(s)

6G Noor-A-Rahim et al. (2022)

AI/machine learning/deep learning Hamza et al. (2022); Derrouz et al. (2022); Lakshmi 

et al. (2022); Noor-A-Rahim et al. (2022); Qu, Liu and 

Zheng (2023); Yamany, Moustafa and Turnbull (2023)

AVs He et al. (2024); Noor-A-Rahim et al. (2022); Yamany, 

Moustafa and Turnbull (2023)

Blockchain Yi (2023)

Edge/cloud computing Shu and Li (2023)

IoV Hamza et al. (2022); Yang et al. (2024); Yi et al. (2022)

PKI Pu et al. (2024)

VANETs Dharminder and Mishra (2020); Liu et al. (2019, 2022); 

Pu et al. (2024); Shu and Li (2023)

Quantum technology Post-quantum algorithms 

and validation schemes, 

quantum-safe encryption

Dharminder and Mishra (2020); Khalid et al. (2024); Yi 

(2023)

Quantum key distribution Khalid et al. (2024); Yang et al. (2024); Yi et al. (2022)

Quantum computing 

and algorithms for 

optimization

Hamza et al. (2022); Azad et al. (2023); Derrouz et 

al. (2022); Dharminder and Mishra (2020); Feng et 

al. (2021); Lakshmi et al. (2022); Lin and Tang (2022); 

Shu and Li (2023); Qu, Liu and Zheng (2023); Yamany, 

Moustafa and Turnbull (2023)

Quantum-enhanced 

machine learning/AI

Yi (2023)

Quantum sensing He et al. (2024)

Source: Author and citations therein.

Emergent Key Technologies 
and Concepts in Smart Cities
QEITS rely on several interrelated technologies, which are essential components 
of broader smart city infrastructures. The review identified nine key technology 
areas within this emerging field. They are simplified for ease of understanding: 

•	 sixth generation (6G);

•	 AI/machine learning/deep learning;7

•	 AVs;

•	 blockchain;

•	 edge and cloud computing;

7	 Although there are differences in the details of AI, machine learning and deep learning, these technologies were 
categorized together for ease of understanding.
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•	 Internet of Vehicles (IoV);

•	 public key infrastructure (PKI);

•	 vehicular ad hoc networks (VANETs); and

•	 quantum technologies.

The nine technology areas include a range of software, hardware, physical devices 
and platform technologies. Quantum technologies are categorized into five general 
subcategories to better understand their nuanced connections within the broader  
smart city infrastructure. 

The technologies listed in Table 1 are connected to the infrastructure of smart city 
transportation systems through the interrelated concepts of communication and 
navigation.

Transformative technologies are connected through shared communication goals, 
which are essential for traffic management and navigation, coordination and fleet 
management, among other objectives. These technologies, including VANETs, IoV, 
blockchain, cloud computing and 6G, enable device communication and data exchange. 
AI-enhanced technologies improve the efficiency of communication by facilitating real-
time decision making and predictive maintenance. The application and integration of 
quantum algorithms into the cyber ecosystem aim to further optimize decision making 
and predictions by surpassing the limitations of classical computing capabilities. 
Quantum optimization, often enhanced by AI, has the potential to improve the efficiency 
of solving complex challenges, including the communication and coordination of AV 
navigation. 

Underpinning both communication and navigation is the need for secure digital 
infrastructure, systems and data. Unfortunately, the technologies that underpin 
the connected and transformative technology-enhanced transportation sector pose 
cybersecurity risks within the continually evolving digital threat landscape. These risks 
and possible mitigation strategies are explored in the next subsection. 

Cybersecurity Risks and Mitigation Strategies 
 
Although the main objective of ITS is to enhance services and the movement 
of goods and people, there are other second-order effects that must be 
considered by cooperating states. Cyber risks and attacks associated with the 
transportation digital ecosystem as part of modern smart cities are one such 
second-order effect that may impact the functioning of the overall system.

Based on the analysis of the review results,8 there are several primary 
cyber risks that emerge from the key technology areas, including:

•	 data privacy breaches and data corruption that may expose sensitive data or alter 
information;

•	 adversarial attacks on AI/machine learning models that may train data to change 
decision-making outcomes, including those related to communication and navigation 
goals; and

8	 The results are n=18 articles, as specified in Table 1.
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•	 quantum attacks using a quantum computer to break classical cryptographic 
algorithms. This type of attack could result in compromised sensitive information.  

The safety and security of data is an integral part of the operation of smart cities. 
Connected, enhanced and intelligent transportation technologies collect, process 
and store vast amounts of data about the surrounding environment and human 
behaviours (Agrewal and Sood 2024). This data has the potential to be exploited, 
disrupted and manipulated by malicious state and non-state actors for the purposes of 
harm, including to support military objectives, and intelligence-gathering, espionage, 
criminal and commercial surveillance activities. These harms could be exacerbated 
by using quantum and AI technologies separately or combined. Enhancing cyber 
resiliency is crucial to mitigating the potential threats. This leads to the question: What 
solutions are available to address the associated risks as part of cyber resiliency? 

By focusing on data protection throughout its life cycle — from collection to 
deployment — cyber resiliency can be significantly enhanced. One way to 
accomplish this task is through implementing strong encryption through robust 
security protocols. Another important strategy to mitigate cybersecurity-related 
risks is through the coordinated adoption of quantum-resistant cryptographic 
algorithms (Csenkey and Bindel 2023). These types of algorithms have the 
potential to protect sensitive information against attacks by malicious actors via 
the use of quantum computers. By implementing robust security protocols and 
standardized post-quantum cryptographic algorithms to ensure the protection of 
data, the risks associated with QEITS as part of smart cities can be mitigated. 

The integration of AI into smart city infrastructures through QEITS may further 
enhance decision-making capabilities, but it also exposes these systems to significant 
cybersecurity risks. Strong cybersecurity measures are essential to mitigate these 
threats and protect critical infrastructure. National governments must be deliberate 
in their efforts to secure AI systems as they are integrated within QEITS. Cooperating 
states, as part of the Five Eyes9 alliance, are currently working to enhance the safe 
design and secure implementation of AI systems. For instance, in April 2024, the Five 
Eyes jointly released an advisory with best practices for deploying secure and resilient 
AI systems. Some of the security measures set out in the advisory underscore the 
importance of applying secure-by-design principles and using cryptographic methods 
and digital signatures to protect sensitive information from unauthorized access 
(US National Security Agency Artificial Intelligence Security Center et al. 2024, 4, 5). 
The interplay between transformative technologies such as AI and cybersecurity 
within QEITS must be understood within international governance frameworks.

To be sure, many of the technologies examined in this study are still in the 
early stages of development and have not yet reached full operational maturity. 
Similarly, many of the cyberthreats associated with these technologies have yet to 
be realized — for instance, an actor possessing a fully fledged quantum computer 
capable of breaking existing encryption standards. Furthermore, many smart 
cities rely on a complex interplay of digital, legacy and analogue technologies, 
creating intricate cyber-physical infrastructures that are continually evolving.

There are many things that we do not know about the risks and consequences of 
intricately connected transportation systems. For example, do all stakeholders 

9	 The Five Eyes member states are Australia, Canada, New Zealand, the United Kingdom and the United States. These 
states cooperate on intelligence sharing and other security-related activities.
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in the cyber ecosystem, including private sector parts manufacturers, adhere to 
similar security protocols? Would they follow suggested recommendations or are 
more binding solutions needed? Will the innovative solutions presented by the 
many connected technologies within the ecosystem truly result in operational 
efficiency? What is clear, however, is that these technologies and systems underlie 
critical infrastructure and data — and therefore people, goods, the environment and 
services are potentially vulnerable to cybersecurity threats. Moreover, transportation 
networks connect people, services and goods across national borders, creating a 
need for states to find ways to cooperate on their security. While the future of smart 
cities may be shaped by the complexities of the integration of many technologies, it 
is clear that effective global technology governance will be key to addressing these 
challenges. Good data governance and coordination on standardization are two such 
recommendations gleaned from this study and are described in the proceeding section.  

Recommendations for 
G7 Member States
Technologies — whether AI or quantum-enhanced — are not independent from 
the political, economic and social aspects of society. Technologies can be used by 
states and other actors to shift power in the international system, gain a competitive 
advantage over others, and control and monitor human behaviour. Yet cities, in which 
humans increasingly live, work and interact, must function in the public interest 
to ultimately benefit society. This is where G7 states can play an important role in 
technology governance. Global technology leaders and government decision makers 
must work together to implement strategies that understand the interconnected 
technologies and risks and build in mitigation plans to ensure a future of safe and 
secure connection through increasingly digitized transportation networks. Based 
on the results, discussion and analysis conducted in this paper, it is recommended 
that G7 states specifically place the issue of governing the risks of QEITS on the 
agenda at the 2025 annual meeting. The following recommendations could be 
led through the G7 Science and Technology Ministers’ Meeting and the CEG.

•	 Recommendation 1: Build durable partnerships to develop a shared language of 
transportation-focused cybersecurity with a specific emphasis on data security. These 
partnerships should include an emphasis on identifying, streamlining and sustaining 
consistent approaches to international collaboration on data governance. Part of 
this approach to data governance must include the safety and security of humans in 
the development and diffusion of technologies without ascribing authoritarian and 
autocratic principles. Increased efficiency and optimization of ITS must not come at 
the expense of human security and democratic AI governance principles.

•	 Recommendation 2: Coordinate the adoption of encryption standards across 
cooperating states to ensure that transnational data flows — and the movement of 
people, goods and services — are secure in a future with accessible, fully fledged 
quantum computers. Although G7 states have their own standardization bodies10 
and are working toward the transition from quantum-vulnerable cryptographic 
algorithms to post-quantum algorithms, much of this work is national in focus (for 
example, see Moody et al. 2024). International coordination of standards through 
engagement with multi-level governmental stakeholders across borders is important 
to facilitate the adoption of post-quantum cryptography. Coordinated efforts 

10	 Including the US National Institute of Standards and Technology, the European Telecommunications Standards Institute 
and the Japanese Industrial Standards Committee.
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should include streamlined timelines and achievable deadlines to protect digital 
infrastructure.

Conclusion 
As Nanjira Sambuli aptly notes, “It takes more than infrastructure to build a city” 
(quoted in Klaus et al. 2024). In the context of digitally connected and technology-
enhanced smart cities, it will take a coordinated effort to ensure the safety and 
security of the transportation sector — and, to an extent, broader society. The 
increasing rates of digitization and urbanization necessitate shared goals between 
like-minded states to advance democratic values despite increasing geopolitical 
fragmentation and technological competition. Combining data protections and 
the implementation of globally aligned encryption standards with a balanced 
understanding of the technologies and associated risks, will help ensure more nuanced 
approaches to governance. The recommendations put forward in this study must 
be accompanied by an open sharing of best practices and experiences and a focus 
on identifying common interests between cooperating states. The 2025 G7 meeting 
in Canada is the ideal place to discuss the enactment of these recommendations. 

Acronyms and Abbreviations 
 
6G		  sixth generation

AI		  artificial intelligence

AV		  autonomous vehicle

CEG 		  Cyber Expert Group

G7		  Group of Seven

IoV		  Internet of Vehicles 

ITS		  intelligent transportation systems

PKI		  public key infrastructure

QEITS		  quantum-enhanced intelligent transportation systems

VANETs 		 vehicular ad hoc networks 
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