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Introduction
Expanding climate-smart agriculture requires large-scale deployment of digital 
technologies, including AI-run systems that utilize big data, machine learning 
and deep learning (Uddin, Chowdhury and Kabir 2022; Sadiku, Ashaolu and Musa 
2020). In digital technology–based agricultural practice, farmers and/or agricultural 
farms need to provide various kinds of farming-related data to their agricultural 
technology providers. These providers may, in turn, be required to share the farmers’ 
or farms’ data with other relevant stakeholders. Data collected from farms can be 
broadly classified into two categories: personal data and farm data. Personal data 
includes information related to farmers, such as their names, email addresses 
and locations. Farm data encompasses information such as crop details, livestock 
records and machinery specifications. With the significant volumes of data being 
gathered from farms, there is a mounting concern regarding farmers’ privacy and the 
implementation of effective farm data protection measures (Kaur et al. 2022, 2).

In connection with data sharing, farmers are concerned that unreliable parties could 
manage their data, potentially leading to it being used against them (Ferris 2017, 84). 
Additionally, there is apprehension among some farmers that their shared data 
could be leaked to regulatory bodies and governmental agencies (Sykuta 2016). Such 
authorities might use this data to impose various penalties, fees, fines and restrictions 
on farmers (ibid., 230; Mark 2019, 9; Uddin, Chowdhury and Kabir 2022, 230).

An important concern regarding the use of AI in climate-smart agriculture is the 
ownership and control of data. Farmers need to decide how much of their data 
usage rights they should give up to their technology providers. It is also essential to 
determine whether these providers have the authority to share farmers’ data with 
any third party, be it public or private (Uddin, Chowdhury and Kabir 2022, 230).

Key Points

 • Expanding climate-smart agriculture relies on deploying artificial intelligence- (AI-)
driven digital technologies, such as big data, machine learning and deep learning.

 • Farmers are concerned about sharing their data because they fear it may be 
mishandled by untrustworthy parties and used against them, particularly as they 
typically encounter two primary legal challenges in AI-enabled climate-smart 
agriculture: data ownership and privacy.

 • The patent system does not adequately govern ownership of farm data as it mainly 
protects inventions: raw data, such as farm data, does not meet the criteria for patent 
classification.

 • Farm data is unlikely to be eligible for copyright protection. In Europe, data producers 
may own farm data if they can prove substantial investment in obtaining, verifying or 
presenting the database contents through the “database right.”

 • Trade secrets are the most effective intellectual property rights to establish 
ownership of farm data.
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In view of the above, farmers face two key legal challenges in AI-powered 
climate-smart agricultural practices: data ownership and data privacy. This 
working paper aims to address the issue of farm data ownership through legal 
analysis. Given the intangible nature of data, this ownership issue will be 
examined within the context of current intellectual property (IP) law systems, 
which offer ownership for intangible creations for a given length of time.

Among various intellectual property laws, trademarks and brand names, 
geographical indications authenticate the geographical origin of products, 
rendering them irrelevant to the issue of farm data ownership. Similarly, 
industrial and layout designs (topographies) of integrated circuits pertain to 
visible designs and are thus not applicable to the ownership of farm data. 
Hence, this working paper will exclusively focus on the suitability of patent, 
copyright and trade secrets as potential modes of ownership for farm data. 

Owning Farm Data under IP 
Law        
Patent for Farm Data
Article 27(1) of the Agreement on Trade Related Aspects of Intellectual Property Rights 
(TRIPS)1 denotes that “patents shall be available for any inventions, whether products or 
processes, in all fields of technology, provided that they are new, involve an inventive step 
and are capable of industrial application” (emphasis added). TRIPS also clarified that the 
term “inventive step” means “non-obvious,” and “industrial application” means “useful.” 
In practice, the US Patent Act adopted the term “non-obviousness” while the EU Patent 
Convention has used “inventive step.” In Canada, this is referred to as “inventive 
ingenuity.”2 

In Canada, an invention needs to fulfill the following three conditions in order to receive 
a patent: it must be “new (first in the world)”; “useful (functional and operative)”; and 
“show inventive ingenuity and not be obvious to someone skilled in that area.”3 In 
Europe, patents are granted for those inventions that are “new, involve an inventive step 
and are susceptible of industrial application.”4 In the United States, an invention must 
fulfill three conditions to receive a patent: It should be “able to be used (the invention 
must work and cannot just be a theory),” and include “a clear description of how to make 

1 WTO, Agreement on Trade-Related Aspects of Intellectual Property Rights (unamended) (TRIPS), Annex 1C of the 
Marrakesh Agreement Establishing the World Trade Organization, 15 April 1994, 1867 UNTS 154, 33 ILM 1114 (1994) 
(entered into force 1 January 1995) [TRIPS Agreement], online: WTO <www.wto.org/english/docs_e/legal_e/27-trips_01_e.
htm>.

2 See Canadian Intellectual Property Office (2000, 4).

3 Ibid.

4 Convention on the Grant of European Patents (European Patent Convention) of 5 October 1973 as revised by the Act 
revising Article 63 EPC of 17 December 1991 and the Act revising the EPC of 29 November 2000, 5 October 1973, art 56 
(entered into force 7 October 1977), online: EPO <www.epo.org/en/legal/epc/2020/convention.html>.
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and use the invention.” The invention must also be “new” or “novel (something not done 
before)” and “not obvious,” as in not merely a “change to something already invented.”5    

While novelty, inventiveness/non-obviousness and usefulness/industrial 
application are common requirements of patentability, farm data may not meet 
these three requirements. More specifically, while farm data may be new and 
have the potential for industrial application, it may not pass the “inventive 
step” test under existing patent-related national laws and standards. 

The criteria outlined by the European Patent Convention, as well as in US and 
Canadian patent law, make it clear that any purported innovation must represent 
an enhanced or evolved iteration of an existing technology, a concept that would 
not have been readily apparent or easily understood by professionals operating 
within the pertinent technological domain (Uddin and Huq 2020, 28). When 
considering farm data, identifying prior art or existing technologies for comparison 
presents a challenge. Moreover, it will also be challenging to ascertain how data 
produced by a farmer or farm is considered enhanced or advanced compared 
to already existing data. As such, the patent system is ill-suited for governing 
farm data ownership as it primarily safeguards “inventions.” Raw data, such 
as farm data, fails to meet the criteria for classification as an invention.6 

However, even though farm data itself is not eligible for patenting, patentable inventions 
could still emerge from analyzing it. While this does not imply that the data itself can 
be patented, it does highlight the importance of the agreement governing the farmer’s 
disclosure of farm data to clarify the ownership of inventions derived from it.7 

Hence, even if copyright or other laws do not prevent third parties from 
accessing or utilizing the underlying data, the capacity to make certain 
uses of the data might be restricted if the data is linked to any invention 
protected by patent rights (De Beer, Oguamanam and Ubalijoro 2023, 35).

Copyright for Farm Data
While ownership of data sets (excluding raw data) is primarily established 
through copyright law in common-law countries such as Australia, Canada, 
New Zealand, the United Kingdom and the United States, database creators in 
the European Union have been granted a distinct property right, known as a 
“database right,” since 1996 (Wiseman et al. 2019, 8).8 At the global level, as per 
the TRIPS agreement, copyright protection is available for “expressions,” not 
“ideas, procedures, methods of operation, or mathematical concepts as such.”9 

5 See www.uspto.gov/patents/basics/essentials.

6 See Lashmet (2015).

7 Ibid.

8 See also EC, Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal 
protection of databases, [1996] OJ, L 77/20, art 3(1), online: EUR-Lex <https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A31996L0009>; Wiseman et al. (2019).

9 TRIPS Agreement, supra note 1.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31996L0009
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31996L0009
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This protection of “expressions” has also been expressed in national legislation. 
Moreover, the relevant works need to fulfill the criteria of “originality” too.10 

For instance, in Canada, conditions for subsistence of copyright require that the 
work needs to be original.11 Similarly in the United States, the federal Copyright Act 
states that “copyright protection subsists, in accordance with this title, in original 
works of authorship fixed in any tangible medium of expression, now known or later 
developed, from which they can be perceived, reproduced, or otherwise communicated, 
either directly or with the aid of a machine or device” (emphasis added).12  

Hence, while the copyright model has potential applicability to farm data, it 
also presents several obstacles that would need to be addressed. Primarily, the 
inclusion of “works of authorship” in the statute implies the requirement for a 
creative element, which may not align well with farm data.13  Furthermore, the 
term “original works of authorship” has been construed to necessitate a degree of 
creative contribution from the copyright holder.14 This criterion was underscored 
in the Feist Publications, Inc v Rural Tel Serv Co case, wherein the US Supreme 
Court ruled that the Copyright Act does not safeguard individual facts.15

In the Feist Publications case, the central issue revolved around the copyrightability 
of a basic telephone directory, comprised solely of a list of telephone numbers 
arranged alphabetically by the last name of the holder.16 As the directory contained 
purely factual data and was structured in the most practical manner for such 
information, the Supreme Court ruled that it failed to meet the creative standards 
outlined in the Copyright Act.17 This ruling reiterated the principle that unaltered 
facts and data alone are not eligible for copyright protection. Nonetheless, authors 
can incorporate creative elements such as illustrations, commentary or alternative 
organizational methods into facts and data, thereby making those creative components 
copyrightable, even if the underlying facts and data themselves are not.18 

Although individual facts may not possess originality on their own, a collection of 
facts can potentially possess the required component of originality. The compiler of 
a collection usually determines which facts to include and how to organize them to 
make the data more understandable and useful for readers. As long as the choices 
made by the compiler in selecting and arranging the data are made independently and 
involve even a minimal level of creativity, they are sufficiently original to protect their 
collection under copyright law. Therefore, even a directory devoid of protectable written 
expression and containing only facts would meet the legal threshold for copyright 
protection in the United States if it represents an original selection or arrangement.19

10 WIPO, Berne Convention for the Protection of Literary and Artistic Works of 9 September 1886, online: WIPO <www.wipo.
int/wipolex/en/text/283698>.

11 Copyright Act, RSC 1985, c C-42, s 5(1), online: CanLII <https://canlii.ca/t/5610r>.

12 17 USC, § 102(a)

13 Ibid.

14 Ibid. 

15 Feist Publications, Inc v Rural Tel Serv Co, 499 US 340 (1991) at 350–51 [Feist Publications].

16 Ibid. at 342

17 Ibid. at 363–64.

18 Ibid. at 344–50.

19 Ibid. at 347–48
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In the case of Football Association Premier League Ltd and Others v QC Leisure and Others 
in the United Kingdom, the Court of Justice clarified that the standard of “the author’s 
own intellectual creation” (commonly referred to as originality) implies that the selection 
or arrangement of data results from creative choices. Article 3(1) of the European Union 
database directive states that, “In accordance with this Directive, databases which, 
by reason of the selection or arrangement of their contents, constitute the author’s 
own intellectual creation shall be protected as such by copyright. No other criteria 
shall be applied to determine their eligibility for that protection.”20 By applying this 
article, the court determined that mere investment of significant skill and labour does 
not warrant a finding of originality. In essence, the originality criterion set forth in 
the database directive overrides any copyright protection for databases solely based 
on investment or other criteria.21 This decision by the court not only put an end to 
the long-standing practice in the United Kingdom of granting copyright protection 
to data compilations based on skill and labour (investment), but also extended to 
other member states. For instance, the Dutch protection of non-original writings 
(geschriftenbescherming), which had been in place for over a century in the Netherlands as 
a means of safeguarding non-original writings and compilations, was officially abolished 
in 2014 following the Football Association Premier League case (Hugenholtz 2013).

The case also negated copyright protection for data compilations solely generated by 
machines without human intervention, in accordance with the principle that copyright 
requires human authorship. However, it is important to highlight that the UK Copyright, 
Design and Patents Act extends copyright protection to works created by machines: 
“In the case of a literary, dramatic, musical, or artistic work, which is computer-
generated, the author shall be taken to be the person by whom the arrangements 
necessary for the creation of the work are undertaken.”22 Whether this provision 
can harmonize with the judgments of the Football Association Premier League case 
remains uncertain. According to the European Court, there is no originality “when the 
setting up of the database is dictated by technical considerations, rules or constraints 
which leave no room for creative freedom.”23 Both TRIPS and the World Intellectual 
Property Organization’s Copyright Treaty caution that copyright in compilations 
of data does “not extend to the data or material itself.”24 Similarly, the European 
Union’s database directive warns that database copyright “shall not extend to their 
contents,”25 thus ruling out copyright protection for the data compiled in a database. 

Hence, it seems that agricultural farm data is less likely to be protected under the 
current copyright system. However, like patents, farm data has the potential to generate 
copyrightable works, even if the underlying data itself is not protected. For instance, 
while the raw farm data might not be eligible for copyright, a report that summarizes 

20 EC, Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on the legal protection of databases, 
[1996] OJ, L 77/20, art 3(1), online: EUR-Lex <https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A31996L0009>.

21 Football Association Premier League Ltd and Others v QC Leisure and Others (C-403/08) and Karen Murphy v Media 
Protection Services Ltd (C-429/08), [2011] ECR I-09083 [Football Association Premier League].

22 Copyright, Designs and Patents Act 1988 (UK), c 48, s 9(3); see Perry and Margoni (2010).

23 Football Association Premier League, supra note 21.

24 See WIPO, Copyright Treaty, 20 December 1996, TRT/WCT/001 art 5 (entered into force 6 March 2002), online: WIPO  
<www.wipo.int/wipolex/en/text/295166>; TRIPS Agreement, supra note 1.

25 Directive 96/9/EC, supra note 20.
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the data and provides recommendations could be.26 Additionally, there is ongoing debate 
regarding the scope of copyright protection and ownership concerning works produced by 
copyrighted materials, such as software embedded in agricultural equipment.27 Therefore, 
it is essential for those disclosing farm data to incorporate language into their agreements 
with the receiving party, clearly defining the rights to works derived from the data.

It is important to note that the European Union has recently considered proposals to 
confer rights upon data producers, which could be enforced against non-contractual 
third parties engaging in unauthorized data usage. This suggested entitlement might 
manifest as a property right regarding data or a defensive right reminiscent of 
protecting de facto possession, rather than outright ownership (Stepanov 2020). 

The proposed right stems from two primary motivations. First, there is a concern 
that the existing legislative framework does not offer sufficient protection or 
clarity, thereby impeding the ongoing growth of the data economy. Second, there is 
apprehension that ineffective implementation of the European data strategy could 
obstruct access to data, which is fundamental to the entire data economy. Within 
this context, the concept of a data producer’s right, akin to a property right, has been 
put forward as a policy solution to tackle these concerns. This strategy aims to foster 
expansion in the data economy and aid in trade facilitation (European Commission 
2017a, 2017b; Van Asbroeck, Debussche and César 2017; Ritter and Mayer 2018, 86).  

While a report published by Bird & Bird (2017) applauds the European Union’s proposal 
for the creation of data producers’ rights by suggesting “the creation of a non-
exclusive, flexible and extensible ownership right in data(sets), with a data traceability 
obligation as a safeguard” (Van Asbroeck, Debussche and César 2017, 5), the leading 
experts worldwide have contested the idea of introducing a new data producers’ 
right as a favourable policy (Hugenholtz 2018, chapter 3; Yu 2019). For example, P. 
Bernt Hugenholtz from the University of Amsterdam argues that “introducing such 
an all-encompassing property right in data would seriously compromise the system 
of intellectual property law that currently exists in Europe. It would also contravene 
fundamental freedoms enshrined in the European Convention on Human Rights and 
the EU Charter, distort freedom of competition and freedom of services in the EU, 
restrict scientific freedoms and generally undercut the promise of big data for European 
economy and society. In sum, it would be a very bad idea” (Hugenholtz 2018, chapter 
3). Since the European Union’s recent proposal favoured the “creation of an ownership-
type of right” over an IP right for data (Van Asbroeck, Debussche and César 2017, 122), 
the growing momentum surrounding this issue in Europe may have the potential to 
impact normative debates in various international fora, whether directly or indirectly. 
Hence, vigilant monitoring of this issue could assist farmers or farm data producers in 
adopting a sustainable long-term strategy (De Beer, Oguamanam and Ubalijoro 2023, 34). 

26 Feist Publications, supra note 15.

27 Compare Bartholomew (2014) with Wiens (2015).
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Trade Secrets for Farm Data
Article 39 of the TRIPS Agreement allows member states to offer protection for undisclosed 
information or trade secrets: 

natural and legal persons shall have the possibility of preventing information lawfully 
within their control from being disclosed to, acquired by, or used by others without 
their consent in a manner contrary to honest commercial practices so long as such 
information:

(a) is secret in the sense that it is not, as a body or in the precise configuration and 
assembly of its components, generally known among or readily accessible to persons 
within the circles that normally deal with the kind of information in question; 

(b) has commercial value because it is secret; and

(c) has been subject to reasonable steps under the circumstances, by the 
person lawfully in control of the information, to keep it secret.28

This article outlines that trade secrets consist of three fundamental components. 
First, the information in question must be kept confidential. Second, that information 
holds commercial value because of its secrecy. Third, reasonable measures must be 
implemented to maintain the secrecy of the information. The next section of this 
paper will evaluate whether agricultural farm data aligns with these three essential 
components of trade secrets, considering the US Uniform Trade Secrets Act (UTSA).29 

Is Farm Data Secret? 
Information that constitutes common knowledge within an industry or represents 
minor advancements in established formulas or processes is not considered as secret, 
and information that can be readily acquired from various publicly accessible sources 
cannot be classified as trade secrets. Conversely, information that is exclusively held 
by its creator or discoverer, and is unavailable elsewhere, aligns closely with the 
fundamental nature of a trade secret. As accessing the information becomes more 
challenging, that information increasingly qualifies as a trade secret (Ferrell 2016, 34).  

In the case of farm data, in the absence of proactive efforts by the farmer or equipment/
input vendors to publicize farm data, it is improbable that the data will become part of the 
public domain, especially beyond the farm level, as evident in reports filed with diverse 
government agencies (ibid.). It is more likely that trade secrets related to farm data exist 
in the telematics and agronomic data of agricultural operations, rather than in the reports 
submitted to agencies at the farm level. Even though third parties can access data about 
farm operations without the farmer’s direct disclosure, as in the cases of aerial satellite 
imagery or advanced terrestrial sensors, farm data is still likely to remain confidential (ibid.).  

28 TRIPS Agreement, supra note 1, art 39 [emphasis added].

29 “A model law drafted by the National Conference of Commissioners on Uniform State Laws that codifies the basic principles 
of common law trade secret protection. The UTSA (in modified or unmodified form) has been enacted by 49 states (the 
exception is New York), the District of Columbia, and the US Virgin Islands” (see https://uk.practicallaw.thomsonreuters.com/8-
503-0516?transitionType=Default&contextData=(sc.Default)&firstPage=true).
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Does Farm Data Have Commercial Value because of 
Its Secrecy?
It is widely acknowledged that a farmer’s specific methods for cultivating and nurturing 
corn are built partly on experience that includes data from previous years, such as soil 
conditions, fertilizer usage, irrigation practices and so on. This information is typically not 
accessible or easily discernible to individuals within or outside the agricultural sector. 
Such knowledge can enhance production and efficiency, thereby contributing economic 
value to the farmer, even though long-term profits may trend toward zero (ibid.).  

However, demonstrating the value of data alone is not sufficient to meet the statutory 
requirements. One must also demonstrate that the data either holds independent 
economic value currently or has the potential to do so in the future, because it is not 
generally known or easily accessible to other individuals who could benefit economically 
from its disclosure or use. In essence, the question arises: Does farm data from a 
farmer’s field become more valuable simply because it is unknown to other farmers?30  

If farmers develop innovative ways to cultivate corn that reduce resource usage or 
increase yields significantly, they could make more profits in the short term that would 
not be possible if other producers had knowledge of these methods. However, if other 
farmers obtained data that showed that another farmer was underperforming in a crop-
share lease, they could bid competitively for leased land resources, which could divert 
them away from that underperfoming farmer. Therefore, it can be argued that data 
originating from a farm has value due to its confidentiality (Ellixson et al. 2019, 57). 

However, scholars have also presented a contrasting viewpoint, suggesting that 
farm-specific data is relevant only to the specific farm from which it originates. This 
perspective suggests that the data holds little economic value for other individual 
producers, notwithstanding discussions regarding the value of aggregated data 
(which will be addressed later in this paper), as it loses its significance when 
applied to farms with varying soil types, hydrologic conditions, micro-climates 
and other factors. While an individual farm’s data might provide some general 
insights to another individual producer, its usefulness would decline rapidly, if not 
completely, if the recipient attempted to apply it to their own farm (ibid., 58). 

To illustrate this with an example, consider an owner’s manual of an electric 
car, which holds limited value to the owner of a diesel pick-up. While the basic 
techniques of steering and changing a flat tire remain consistent between different 
vehicles, attempting to use diesel fuel or an extension cord interchangeably 
would yield unfavourable outcomes. Similarly, attempting to implement 
farming prescriptions from one farm onto another may result in marginal 
enhancements, at best, or potentially harmful consequences, at worst (ibid.). 

Arguably, this skepticism is applicable to big data used in AI-powered 
agriculture. This is because the data generated by farmers or farms is 
constantly updated, forming new data sets that could assist other farmers or 
stakeholders in the agricultural data supply chain in formulating their respective 
business strategies and gaining significant economic advantages.

30 18 USC § 1839 (2018).
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Possible “Reasonable Steps” to Take 
to Keep Farm Data Secret
The specific reasonable precautions required for a court to acknowledge farm data as 
a trade secret are not entirely clear. However, it is established that courts generally 
look for evidence of proactive measures taken to protect confidentiality.31  Shannon 
Ferrell (2016) proposes several actions that could be seen as “reasonable measures” for 
protecting farm data as a trade secret while it stays “on the farm”: thoroughly vetting 
potential employees to gauge their attitudes toward confidentiality and proprietary 
information; educating employees on the significance of maintaining data confidentiality; 
ensuring that back-up copies of data are created without granting access to other 
entities; limiting employee access to sensitive information; implementing password 
protections for electronic servers and files; controlling visitor and employee access to 
physical locations where sensitive data may be accessible (if feasible); providing ongoing 
training to employees regarding the methods employed to protect farm data; and 
mandating a majority vote by farm operators before sharing data with a third party.

An important concern arises when employees depart from the farm operation or 
cease employment there. It is imperative for the farmer to revoke any access the 
employee previously had to farm data, which may entail altering passwords, access 
points and other security measures. Upon the employee’s departure, the farmer 
should contemplate conducting an exit interview that includes a review of the signed 
non-disclosure agreement. During this interview, it is crucial to ensure that the 
departing employee comprehends their obligations regarding data confidentiality 
and that they will uphold such policies in the future (Ellixson et al. 2019, 59). 

The implementation of these security measures will entail a significant investment 
of both time and resources. Farmers would need to assign considerable value to the 
confidentiality of their information to justify the expense associated with such measures. 
Moreover, while there are actions farmers can undertake to safeguard data while 
it remains on the farm, in an age dominated by automated telematics and wireless 
communication, the inquiry prompted by the third criterion for trade secret protection 
comprises two key aspects. First, do farmers actively pursue measures to shield data from 
disclosure? And second, are farmers capable of implementing these measures (ibid.)? 

To answer this first question, historically speaking, farmers have not treated their data as 
“secret.” While they have not necessarily publicized their data, farmers, landowners and 
their advisers have generally not made concerted efforts to preserve the confidentiality 
of farm data or their agricultural methods. However, with the significant rise since 
the early 2010s in discussions surrounding farm data and its potential economic 
importance, many farmers have begun to inquire about methods to maintain data 
privacy. As their understanding of data collection and transmission technologies grows, 
some farmers may become more proactive in seeking to safeguard their data (ibid.). 

The second question may hold the utmost relevance: Are farmers capable of 
implementing measures to keep data confidential? The response to this question may 
depend on the nature of agricultural production, which often takes place in open 

31 Uniform Trade Secrets Act with 1985 Amendments § 1(4) (1979), online: Uniform Law Commission <www.uniformlaws.org/
committees/community-home?CommunityKey=3a2538fb-e030-4e2d-a9e2-90373dc05792>.

http://www.budget.gc.ca/2021/home-accueil-en.html
http://www.budget.gc.ca/2021/home-accueil-en.html


10

Farm Data Ownership and Intellectual Property Laws

outdoor settings. For example, on one hand, a farmer growing corn outdoors would 
not expect privacy since this activity is easily visible to the public. This makes it 
difficult to argue for the implementation of measures to keep certain aspects of 
the operation confidential, given how easily ascertainable the information is. But 
on the other hand, some parts of the operation might not be easily observable 
or determinable without direct access to farm data, which is not publicly visible 
but instead gathered and stored within the farm’s telematics systems (ibid.). 

However, data is not solely confined to telematics systems: it is frequently transmitted 
to equipment manufacturers via automated processes that require no operator 
intervention, typically operating under an “opt-out” rather than “opt-in” framework 
(ibid.). Since around 2011, many newly manufactured tractors come equipped with 
cellular modems that automatically relay a wide array of machine parameters back 
to the manufacturer (Dyer 2016, 19; Upbin 2013). While such arrangements offer 
various benefits to equipment owners, such as enhancing preventive maintenance 
and reducing equipment downtime, one could argue that farmers then lack a claim 
to trade secrets in the form of farm data because it is largely automatically shared 
with manufacturers (Ellixson et al. 2019, 60). This assertion stems from the fact 
that a considerable portion of the data constituting this secret has already been 
shared with other parties through the equipment’s telematics systems (ibid.). 

However, the revelation of data to a third party does not necessarily spell the end 
for a claim to trade secrets. Trade secrets are frequently shared with other parties 
while still maintaining their status as trade secrets, provided that an agreement 
to uphold the data’s confidentiality is upheld.32 The worth of trade secrets would 
be significantly diminished if they could not be shared with consultants and other 
advisers who assist the owner of the trade secret in maximizing its utility (ibid.).

Therefore, trade secret law acknowledges that trade secrets can be divulged to others 
as long as adequate measures are implemented to ensure that the recipient also 
maintains its secrecy: “Information known by individuals other than the trade secret 
owner can retain its classification as a trade secret if it remains undisclosed to others 
who might find it economically valuable. [T]he precautions demanded of the trade 
secret owner may increase as the dissemination of the information expands” (ibid.).

While the protection afforded to corn yield maps may not need to match that of 
nuclear launch codes, courts have consistently ruled that security measures should 
be proportional to the value of the confidential information. The underlying principle 
revolves around a straightforward cost-benefit analysis: trade secret owners must 
evaluate the value of their secret, the potential risks of its disclosure and the 
costs of implementing security measures within the owner’s discretion (ibid.). 

32 See Fenwick & West LLP (2001).



11

Mahatab Uddin 

Recommendations 
• Although farm data itself is not patentable, its analysis could lead to patentable 

inventions. In addition, potential copyrightable works may emerge from this data; 
even if the raw data is not protected, derivative works such as reports that distill 
data and offer recommendations could be eligible for copyright protection. This 
underscores the significance of agreements governing the farmer’s disclosure of farm 
data to determine ownership of inventions stemming from it. As such, it is advisable 
that farm data disclosure agreements incorporate provisions for potential ownership 
sharing or benefit sharing concerning any patentable inventions derived from shared 
data.

• To claim ownership of farm data under the database right in Europe, relevant data 
producers are advised to demonstrate significant investment in acquiring, verifying 
and/or presenting the contents of the database.

• In existing IP rights systems, if farmers or farms are to retain ownership of farm data/

farmer’s data, it is recommended that they use the trade secret method.
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